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Procedure for handling of data breaches

1. Background

Pursuant to Regulation (EU) 2016/679 (GDPR), article 33, data breaches must be reported to
the data protection authorities without undue delay and no later than 72 hours after
becoming aware of the breach, unless it can be documented that the breach does not pose
any risk to the rights and freedoms of the data subjects.

Furthermore, pursuant to GDPR article 34, data subjects must be notified without undue delay
if a data breach is considered to pose a high risk for the rights and freedoms of the data
subjects.

It is important that all data breaches are recorded internally, as this is considered a
requirement to comply with article 24 of GDPR. When recording data breaches, it is
particularly important to document the risk assessment of the data breach for breaches that
are not reported to the authorities, as the log would then be the only documentation of the
breach.

2. Definitions

Data breach means a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or
otherwise processed.

Data subject means an identified or identifiable natural person.

Personal data means any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural person.

Response team consists of Brian Brix Pedersen (Head of Finance & Treasury), Solvej Lee
@rnstrand (Chief Impact Officer), Stig Pastwa (Financial Advisor), Ask Holme (Chief Operating
Officer) and Jonas Vang (Chief Product & Technology Officer) as permanent members.
Additional persons - both internal and external - may be involved as needed on a
case-by-case basis.

3. Roles and responsibilities

Brian Brix Pedersen is responsible for logging the breach and coordinating the handling of the
breach.

Solvej Lee @rnstrand is responsible for assessing the risks related to the data breach and for
any communication with authorities and data subjects.

Brian Brix Pedersen is responsible for the technical handling of the breach, including
measures to stop, mitigate and/or recovering from the breach, as well as any technical
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investigations required to handle the breach, including technical assessments required for
Solvej Lee @rnstrand to carry out the required risk assessments.

All employees (including temporary staff) are responsible for immediately reporting data
breaches to Brian Brix Pedersen.

4. Process
For further guidance for the individual steps, please refer to appendix 1.

The plan does not describe the technical work needed to stop, mitigate and/or recover from
the breach. This work will be managed by the head of IT.

STEP | ACTIVITY RESPONSIBLE | REMARKS

1 Activate response team
When a (suspected) data breach is reported to
Brian Brix Pedersen
a. Activate the response team and schedule
meeting to be held within 12 hours, unless
the breach is of a nature clearly not
requiring any further action than legal
assessment and reporting
b. Log the breach, including information on
the time where the data breach was first

discovered.

2 Response team to meet Within 12
Response team to assess the nature of the hours from
breach and plan for further actions as being
appropriate, including determining the need for activated

further (status) meetings and the frequency for
such meetings

3 Assess the need to inform data subjects
immediately

4 Assess the need to inform other group entities

5 A the n tor rt to th ta protection
authorities

Determine if the breach needs to be reported to
the data protection authorities
o If yes, determine if further information is
required, and - if it would be appropriate
to file an interim report now, or if further
information should be awaited.
e |If yes, and no further information is
required, file the report
e If no, document the reason for not
reporting, inform Brian Brix Pedersen and
proceed directly to step 9
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STEP | ACTIVITY RESPONSIBLE | REMARKS

6 Monitor status of breach First status
As the work to investigate and document the meeting no
breach is in progress, the response team has later than 48
status meetings at intervals as determined hours after
during step 2. initial
Following each status meeting, reiterate steps response
3-5 team meeting

7 Report breach to authorities

If the breach has not already been reported, a
report must be filed immediately after completing
step 6.

If a full report cannot be provided at this stage,
report that a breach has occurred and is being
investigated, and that further information will be
provided within a specific period.

Reiterate within the intervals stated to the
authorities until final report has been filed.

8 Inform data subjects

If data subjects must be informed but have not
yet been informed at this stage, provide such
information.

9 Close matter

Update the log file with information on
conclusions on whether to notify authorities and
data subjects, noting references to any such
reporting done as well as supporting
documentation for any assessments on whether
to notify authorities and data subjects.

5. References

e Regulation (EU) 2016/679 (GDPR)
The Danish Act number number 502 of 23 May 2018 on supplementary provisions to
the regulation on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data (the Data Protection Act)
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Appendix 1 - supplemental guidance

1. Step1-Activate response team

When a data breach occurs, the most important step is to initiate appropriate actions
immediately. While there is an obligation to notify the authorities of most data breaches, such
notification will not stop the breach or solve the problem, so during the first phase of a breach,
focus should be on securing data.

Unless the breach is of a nature where further technical investigations or measures are clearly
unnecessary, the response team should be activated.

Breaches where it is not necessary to activate the response team are:

e Email(s) sent to wrong recipient(s)
e Loss or unwarranted disclosure of physical documents

IF YOU ARE NOT FORMALLY APPOINTED AS PART OF THE RESPONSE TEAM, please forward
information on the breach to Brian Brix Pedersen as soon as you become aware of it. If Brian
Brix Pedersen is not reachable, forward the information to Solvej Lee @rnstrand instead.

2. Step 2 - Response team to meet

As data breaches can be critical both from a data protection point of view and from a business
perspective, and due to obligations to report “without undue delay and, where feasible, not
later than 72 hours after having become aware” of the breach, it is crucial that the response
team meets shortly after being activated to perform an initial assessment and initiate the
necessary steps to contain and mitigate the incident as appropriate.

During the first meeting, a plan should be drafted for the further handling, and future status
meetings should be agreed, allowing on one side for the necessary coordination, and on the
other side for the involved persons to work on their other tasks in relation to the breach (e.g.
technical staff may need time to stop leaks or investigate the breach).

3. Step 3 - Assess the need to inform data subject

Where the breach poses an immediate risk to the rights and freedoms of the data subjects,
they should be informed immediately in order for them to be able to take appropriate actions
(for example to block credit cards if the credit card number has been leaked).

The information provided to the data subjects shall as a minimum

a) describe in clear and plain language the nature of the personal data breach

b) provide the name and contact details of the data protection officer or other contact
point where more information can be obtained

c) describe the likely consequences of the personal data breach

d) describe the measures taken or proposed to be taken by the controller to address the
personal data breach, including, where appropriate, measures to mitigate its possible
adverse effects
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On the other hand, if the breach does not pose a high risk to data subjects, notification will not
be required at all.

4. Step 4 - Assess the need to inform other group entities

If the breach is likely to affect other group entities (for example if the breach relates to
systems that are used by various group entities), these entities should be informed.

Most likely, it will be sufficient to report to the authorities in Denmark, but the other entities
will need information in order for them to understand, if they need to inform data subjects,
and not least in order for them to be able to handle any questions that may come in as a
consequence of the breach.

5. Step 5 - Assess the need to report to the data protection authorities

The vast majority of data breaches must be reported to the authorities, as reporting may only
be omitted in situations where the “breach is unlikely to result in a risk to the rights and
freedoms of natural persons”.

Typically, such exceptions only occur in situations where measures are in place to mitigate the
risk - for example if a stolen laptop has an encrypted harddrive and there is a limited number
of attempts to enter the correct key for decryption.

In such situations, it is important that the reasons for not reporting the breach are thoroughly
documented in case a need to defend the decision should arise at a later stage.

If the breach is not of a nature where reporting may be omitted, it should be considered if
sufficient information is available to file the report now, and if so, the report should be filed.

In Denmark, data breaches must be reported via
https://virk.dk/myndigheder/stat/ERST/selvbetjening/Indberetning_af__brud_paa_sikkerhed
L.

The reporting system will contain the questions that need to be answered.

If the breach must be reported, but sufficient information to do so is not yet available and is
not likely to become available within 72 hours from the time where the breach was discovered,
an interim report should be filed.

When doing so, provide only information that is positively known and state clearly that this is
an interim report, and that further details will be provided when they are available and in any
instance within a specific period, which should not exceed four weeks. If an expected time for
the follow-up reporting is not stated, the data protection authorities will set the time limit, so
in order to remain in control, it is better to suggest a time frame for the update when
reporting, which is both realistic and acceptable for the authorities.

Certain questions must be answered to file the report - if the information required to answer
these is not available, state that the information will be provided at a later time if the response
is to be given in a free text format, and otherwise - where the response is given in the form of


https://virk.dk/myndigheder/stat/ERST/selvbetjening/Indberetning_af_brud_paa_sikkerhed/
https://virk.dk/myndigheder/stat/ERST/selvbetjening/Indberetning_af_brud_paa_sikkerhed/
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selecting pre-defined options - answer based on best guess and make sure that a comment is
included that information may be subject to change as further information becomes available.

6. Step 6 - Monitor status of breach

As long as the breach has not been closed (step 9). it must be continuously monitored to
ensure that appropriate measures are implemented when required, including that authorities
and data subjects are notified as required.

7. Step 7 - Report breach to authorities

When the case can be closed, provide the final report to the data protection authorities at
https:/virk.dk/myndigheder/stat/ERST/selvbetjening/Indberetning__af__brud_paa_sikkerhed
L.

The reporting system will contain the questions that need to be answered.

8. Step 8 - Inform data subjects

If the data breach involves a high risk for the rights and freedoms of the data subjects, they
must be informed. If this has not already happened, or if an update to previously provided
information is required, ensure that data subjects are informed at this stage.

See step 3 for further guidance.

9. Step 9 - Close matter
Document the conclusions of the handling of the breach and file relevant documentation.

If it was decided not to report the data breach, it is important that the reasons for these
decisions are thoroughly documented.

If the data breach has been reported to the authorities, include a copy of the reporting in the
documentation.

Furthermore, a copy of any communication sent to data subjects should be filed.
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